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Certain intercepted packets may be delivered over a CDC using
PacketEnvelope messages as shown in the following figure.
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4.6 Restrictions

46.1  Lack ofCDC ane¥

all content and call-identifying information are delivered to

using the independent services of the CCCs and CDCs

jectively, and since the services can be provided on independent

tworks (e.g., dedicated circuits for the CCC and switched packet

pnetwork delivery for the CDC); the information may not necessarily be
synchronized when received by an LEA.

4.6.2 - gestion

When the intercept communication resources, e.g., CDCs, are limited,
the communications are accessed on a first-in, first-out, non-queued

basis. If a particular CDC is congested, messages destined to that CDC
may be discarded.

4.6.3 CCC Exhaustion

When the intercept communication resources, ¢.g., CCCs, are limited,
the communications are accessed on a first-come, first-served, non-
queued basis. In other words, CCCs are assigned as they are needed. If
a CCC is needed and none is available, that request is ignored, even if a

4 Stage 1 Description 25 4.5 Content Surveillance Service Description
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The Origination message includes the following parameters:

TIA/EIA SP-3580
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Table 5: Origination Message Parameters
Parameter MOC Usage

Case Identity M Identifies the Intercept Subject.

Access Location C Included to identify the location of the Access
Function when the underlying data carriage does
not imply that location.

Time Stamp M Identifies the date and time that the event was
detected.

Call identity M Uniquely identifies a call within a system. A
unique call identity may be generated for the
Origination message:which is used to correlate
other messages:*An exception is possible when
calling fot&some

Calling Party identity C

Called Party Identity

lncl&@en more § ; han the intercept

Input

Location

Transit Carrie ntity

This may be present without information
call is attempted without input (e.g., hot

.
line).

Include when the location information is
reasonably available at the IAP and delivery is

" authorized, to identify the location of an intercept

subject’s mobile terminal.

Cc Include when the transit network selection is
known to identify it.

C Include when known (or presumed) to indicate
the requested bearer service for the origination.

elope

5 Stage 2 Description

The PacketEnvelope message is used to convey data packets over the
CDC as they are intercepted. (Packet-mode communications delivered
over CCCs or packet-mode communications using circuit-mode
facilities do not use the PacketEnvelope.)

The PacketEnvelope message may be triggered when:

» a packet-mode user communication intended for the intercept
subject is detected; or

+ apacket-mode user communication from the intercept subject is

detected.
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5.4 Message Descriptions

al

(—\\J Lf:’
) (O

]

)(©)

o

,@

tandards P

(D
)



sall Ballot

,_

TIA/EIA SP-3580 Bakiot Version—Subject to Change February 28, 1997

The PacketEnvelope message includes the following parameters:

Table 6: PacketEnvelope Message Parameters
Parameter MOC Usage

Case Identity M Identifies the Intercept Subject.

Access Location ' C Included to identify the location of the Access
Function when the underlying data carriage does
not imply that location.

Time Stamp . M Identifies the date and time that the event was
detected.

Call identity . Cc Include when the packet is associated with a

particular call instance.

Location angnformation is
the 1AP and delivery is
location of an intercept
Packet Information
One of: _
ISDN-based user-to-user sngnarng er-to user
information
IS-41-based short message ing to IS-41 short message
service -
GSM-based short message g to GSM short message
service
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547 Redirection

(eg. v forwardmg or call diversion);

i incoming call attempt to the intercept subject is deflected
(c.g., call waiting deluxe or call deflection); or

* an incoming call attempt to a intercept subject with terminal or
personal mobility is redirected to the intercept subject’s current
location (e.g., call delivery).
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